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1. SCOPE 

The Business Continuity and Information Security Integrated Management System, based on the Business Continuity 
and Information Security Integrated Management Policy, covers the critical business areas of the LCG Universe, here-
inafter referred to as “LCG”, including all the companies that comprise it and located in Lisbon, and its physical and 
technological support infrastructure, as well as critical resources, including human resources in this geography. 
 

2. COMMITMENT 

LCG's objective is to establish, implement, maintain, and continuously improve an Integrated Management System for 
Business Continuity and Information Security, including the necessary processes and their interactions, and to guar-
antee protection in the access, treatment, safeguard, and transmission of information consistently and in accordance 
with customer, information security, legal and regulatory requirements, for privacy and personal data protection and 
other applicable requirements. 
 
LCG's Top Management is strongly committed to ensuring the continuity of its activities in the event of disruptive 
events that may compromise the normal functioning of its activities, safeguarding the interests of its Customers, Part-
ners, Employees, and other interested parties. 
 
This commitment is implemented through an Integrated Management System for Business Continuity and Information 
Security (SGICNSI) which includes Policies, attribution of responsibilities and authorities, processes, and procedures 
to provide LCG with the capacity to prevent incidents and accidents or respond effectively to these disruptive events, 
ensuring the continuity of its business processes and activities and fulfilling the following strategic objectives: 
 
• Safeguarding Human Life, People's health, and well-being 
• Maintain critical processes and customer services 
• Ensuring the confidentiality, integrity, availability, and privacy of information 
• Protect LCG's brand and reputation 
• Maintain LCG's financial and business interests 
• Comply with legal and regulatory requirements 

 

3. PRINCIPLES 

The Integrated Business Continuity and Information Security Management Policy is based on the following principles: 
 
• Identify the processes that support critical business functions, their prioritization and recovery requirements, by 

analysing the impact of the interruption of business processes over time, determining recovery priorities and the 
resources that support them (information systems, human resources, infrastructure, suppliers). 
 

• Assess the exposure of critical business processes to disruptive events that may compromise their continuity 
through the unavailability of resources that support them and assess their level of risk exposure. 
 

• Implement prevention mechanisms that make it possible to eliminate or reduce the probability of incidents oc-
curring or, if this is not possible, response mechanisms with the implementation of a Business Continuity Strategy 
and recovery of critical business processes within the defined times, ensuring the continuity of its services at 
minimum acceptable levels, should these anomalous events occur. 
 

• Ensuring the availability of information according to its typology, value, and relevance, ensuring the maintenance 
and recovery of LCG's critical activities within an acceptable period, minimizing the impacts of incidents for its 
stakeholders. 
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• Ensuring that the assets that support critical activities operate with high levels of service, are updated and, when-
ever vulnerabilities are identified, controls are implemented to protect the confidentiality, integrity, availability 
and privacy of your own information or information under your responsibility. 

• Ensuring that employees, suppliers, and other interested parties comply with security and privacy policies and 
requirements and that they report any suspicion that security or privacy has been compromised. LCG notifies the 
competent authorities of security incidents of high impact on the business and its interested parties and any 
breach of personal data, when applicable. 
 

• Ensuring that the processing of personal data is carried out in a lawful, equitable, necessary, and transparent 
manner, facilitating the existence of measures that guarantee the authenticity, integrity and privacy of the data 
being processed. 
 

• Continuously monitor and improve LCG's capacity to ensure Business Continuity and Information Security through 
exercises, tests and revisions of plans and analysis of performance indicators. Continuous improvement must be 
ensured through the implementation of corrective, preventive and improvement actions resulting from these 
activities. 
 

• Incorporate a culture of Business Continuity at LCG, ensuring that all employees understand their responsibilities 
through awareness-raising actions. 

 

4. COMMUNICATION 

The Policy for Integrated Management of Business Continuity and Information Security is periodically reviewed to 
remain adequate and is communicated internally and is available to all interested parties. 
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