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1. Mission and Commitment

LCG (“LCG”) is committed to improving and transforming how organisations manage their business
while ensuring that all personal data entrusted to it are processed lawfully, fairly, transparently and
responsibly.

Our commitment is to ensure that the personal data of employees, clients, suppliers, partners and
other data subjects are managed rigorously, in accordance with:

e Regulation (EU) 2016/679 — General Data Protection Regulation (GDPR);

e Law No. 58/2019 of 8 August (Portugal);

e Law No. 41/2004 of 18 August, on electronic communications (Portugal);

e Other applicable rules and guidance issued by the Comissdo Nacional de Protecdo de Dados
(Portuguese Data Protection Authority — CNPD) and European supervisory authorities.

To honour this commitment, LCG develops tools, internal policies and organisational procedures that:

e Raise awareness and train employees on the importance of protecting personal data, ensuring
that everyone knows and applies the compliance rules.

e Provide clear, specific, explicit and accessible information to all data subjects on how their data
are collected, used and retained.

e Ensure the timely notification of security incidents and personal data breaches to the competent
supervisory authority (CNPD) and, where applicable, to the data subjects.

e Implement appropriate technical and organisational measures to protect data against loss,
unauthorised access, destruction, alteration or unlawful disclosure.

e Designate a Data Protection Officer (DPO) who monitors compliance, advises management and
acts as the point of contact for data subjects and the CNPD.

LCG believes that personal data protection is not only a legal obligation but also an essential element
of trust and integrity in its relationships with clients, employees, partners and other stakeholders.

2. Scope of Application
This Privacy Policy applies to all personal data processing activities carried out by the LCG group,
regardless of the means, medium or location in which processing takes place.

It includes, in particular, the following contexts:

e Contractual and pre-contractual relationships with clients and suppliers: data collected and
processed in the context of proposals, negotiations, service agreements, project delivery,
invoicing and administrative management.

e Employee and candidate management: personal data of employees, trainees, contractors and
applicants to recruitment processes, including CVs, interviews and associated administrative
records.
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e Relationships with partners and processors: data processed in conjunction with third parties
providing services to LCG, under agreements that establish confidentiality and data protection
rules.

e Browsing the corporate website (https://Icg.consulting) and use of digital services: data collected
via contact forms, newsletter subscriptions, use of cookies and similar technologies, as well as
interactions through social networks.

e Institutional and marketing communications: data collected and used to send newsletters, event
invitations, and information about LCG’s activities and services, always respecting consent and
opt-out rules.

e Compliance with legal and regulatory obligations: processing necessary to respond to requests
from public authorities, regulators, courts or other entities with legal competence.

This scope applies to all employees and entities within the LCG universe, including group companies,
branches and international subsidiaries, whenever they carry out personal data processing operations.

Where LCG acts on behalf of a client as a processor, the provisions of Article 28 GDPR apply in
addition, ensuring that processing is limited to the documented instructions of the controller and that
appropriate security measures are implemented.

3. Data Protection Principles
LCG undertakes to process personal data in accordance with the fundamental principles enshrined in
Article 5 GDPR, which form the basis of responsible and transparent information management.

3.1. Lawfulness, Fairness and Transparency
Personal data are always processed lawfully, in compliance with applicable rules, and in a transparent
manner for data subjects.

Example: when collecting data from a job applicant, LCG immediately informs the individual about the
purpose, retention periods and DPO contacts.

3.2. Purpose Limitation
Data are collected only for specified, explicit and legitimate purposes and are not further processed in
a manner incompatible with those purposes.

Example: data collected for recruitment are not used for marketing activities.

3.3. Data Minimisation
Only data strictly necessary for the processing purposes are processed.

Example: for newsletter subscriptions only the email address is requested; excessive data such as
taxpayer number or address are not collected.
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3.4. Accuracy
Personal data must be accurate and kept up to date, with mechanisms adopted to ensure their
ongoing accuracy.

Example: employees have the right to update their data in the HR system whenever their address or
contact changes.

3.5. Storage Limitation
Data are kept only for the period necessary for the purpose of collection and are subsequently deleted
or anonymised.

Example: unsuccessful applications are deleted after two years, unless explicit consent is given to
remain in a talent pool.

3.6. Integrity and Confidentiality
Technical and organisational measures are applied to protect data against unauthorised access,
destruction or disclosure.

Example: encryption of financial data and segregation of access to information systems.

3.7. Accountability
LCG does not merely comply with the principles; it assumes the duty to demonstrate, at any time, the
compliance of its practices to data subjects and authorities.

Example: maintaining an up-to-date Record of Processing Activities (RoPA) in accordance with Article
30 GDPR.

4. Categories of Personal Data Processed
LCG collects and processes different categories of personal data, depending on the nature of the
relationship with the data subject and the specific processing purpose. These categories include:

4.1. Identification Data
Full name, taxpayer number, identity card or passport number, date of birth, nationality.

Example: collected when entering into agreements with clients and suppliers.

4.2. Contact Data
Address, email address, landline and/or mobile phone number.

Example: used for communications with clients and job applicants.

4.3. Professional Data
Information on academic qualifications, professional experience, CV history and references.

Example: collected in recruitment processes, spontaneous applications or internships.
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4.4. Financial and Contractual Data
Bank details (IBAN), invoicing conditions, accounting and tax data.

Example: processed to comply with tax and invoicing obligations within service delivery.

4.5. Browsing and Technological Data
IP address, digital identifiers, logs of access to platforms, cookies and similar technologies.

Example: collected during the use of LCG’s website or associated digital platforms.

4.6. Human Resources Data
Data necessary for managing the employment relationship, including payroll, holidays, performance
appraisals and training.

Example: processed for the management of LCG employees and trainees.

4.7. Special Categories of Personal Data
LCG may, in specific situations, process special categories of data (Article 9 GDPR), such as health or
trade-union-related data, always exceptionally, in a limited manner and with reinforced safeguards.

Example: medical fitness reports within occupational health and safety.

4.8. Other Relevant Data

Information obtained through interactions on LCG’s official social networks (comments, shares,
images). Data collected at events organised by LCG (e.g., attendance registers, corporate
photographs).

5. Controller and Data Protection Officer

5.1. Controller
Unless indicated otherwise for specific projects or activities, the controller is:

LCG

Head office: Rua Anténio Champalimaud, Edificio Empresarial 3 — Piso 1 — Sala 114, 1600-546 Lisbon,
Portugal.

Telephone: +351 213 939 800
Website: https://lcg.consulting

In certain projects or activities, data may be collected directly by other companies within the LCG
group, in which case such companies shall act as controllers.
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5.2. Joint Controllership
Where two or more group entities jointly determine the purposes and means of processing, they shall
be regarded as joint controllers (Article 26 GDPR). In such cases, LCG ensures that:

e Aninternal agreement transparently defines the responsibilities of each entity.
e Data subjects may exercise their rights with any of the entities, and LCG will ensure a coordinated
response.

5.3. Processors

LCG may engage external service providers (processors) to support the provision of services (e.g.,
software vendors, cloud hosting providers, accounting services). In such cases, LCG remains the
controller and ensures that the processor offers sufficient guarantees of security, confidentiality and
compliance with Article 28 GDPR.

5.4. Data Protection Officer (DPO)
LCG has appointed a Data Protection Officer (DPO) with the legal duties set out in the GDPR:

e Advising management and employees on their data protection obligations;

e Monitoring compliance with the GDPR, national legislation and internal policies;
e Advising on Data Protection Impact Assessments (DPIAs);

e Co-operating with the CNPD and serving as the contact point for data subjects.

DPO Contact details:
E-mail: rgpd@Icg.consulting
Telephone: +351 213 939 800

Address: Rua Anténio Champalimaud, Edificio Empresarial 3 — Piso 1 — Sala 114, 1600-546 Lisbon,
Portugal.

6. Purposes and Legal Bases for Processing

LCG processes personal data only where a valid legal basis exists under Article 6 GDPR and always for
specific, explicit and legitimate purposes. The main purposes and respective legal bases are:

6.1. Contract Performance and Client/Supplier Relationship Management
Purpose: to manage commercial proposals, enter into agreements, deliver projects, process
payments, issue invoices, provide consulting services and respond to contact requests.

Legal Basis: performance of a contract or pre-contractual steps (Article 6(1)(b) GDPR).
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6.2. Recruitment, Internships and Human Resources Management

Purpose: to assess applications, manage recruitment and selection, enter into employment or
internship agreements, appraise performance, manage remuneration and benefits, and ensure labour
and social-security obligations.

Legal Bases: pre-contractual steps and performance of an employment/internship contract (Article
6(1)(b)); compliance with a legal obligation (Article 6(1)(c)), e.g., communications to Social Security;
data subject consent where applicable (Article 6(1)(a)), e.g., retaining a CV in a database for future

opportunities.

6.3. Compliance with Legal Obligations
Purpose: to ensure compliance with tax, accounting, labour, anti-money laundering and other legal
obligations.

Legal Basis: compliance with a legal obligation (Article 6(1)(c) GDPR).

6.4. Marketing, Institutional Communication and Event Organisation
Purpose: to send newsletters, training and event invitations, and communications about LCG’s
services and activities.

Legal Bases: data subject consent (Article 6(1)(a)) for electronic communications not related to
existing contracts; legitimate interests (Article 6(1)(f)) for communications within a pre-existing
contractual relationship, with the possibility to object (opt-out).

6.5. Website Browsing and Use of Digital Platforms
Purpose: to collect browsing data (cookies, IP addresses, access logs) for security, systems
maintenance, usage statistics and user-experience improvement.

Legal Bases: consent (Article 6(1)(a)) for non-essential cookies (e.g., analytics or marketing); legitimate
interests (Article 6(1)(f)) for cookies strictly necessary for the website’s operation.

6.6. Protection of LCG’s Legitimate Interests
Purpose: to safeguard the rights, interests and security of LCG, its employees, clients and partners.

Legal Basis: legitimate interests (Article 6(1)(f) GDPR).

6.7. Processing of Special Categories of Personal Data
In exceptional and duly justified situations, LCG may process special categories of data (Article 9
GDPR), such as health data within occupational health and safety.

Legal Bases: compliance with obligations in the field of employment and social security law (Article
9(2)(b)); explicit consent where necessary (Article 9(2)(a)).
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7. Recipients and Sharing of Personal Data

LCG ensures that personal data are processed confidentially and shared only with entities or
individuals duly authorised, strictly to the extent necessary to fulfil the defined purposes.

7.1. Internal Recipients

Personal data may be accessed by specific LCG departments according to the processing purpose.
Each department has access only to the data strictly necessary for its functions, in line with the
principles of minimisation and access segregation.

7.2. Processors

LCG may engage external providers to support service delivery, namely: IT and cloud-hosting
providers; e-mail marketing platforms and electronic communications management; external
accounting and tax entities; HR and project-management software vendors. LCG remains the
controller and ensures that processors act only on documented instructions, are bound by a
processing agreement (Article 28 GDPR) and are subject to confidentiality, adequate security
measures and a prohibition on using data for their own purposes.

7.3. Partners and Other Entities

Data may be shared, in specific situations, with: public authorities or regulators (e.g., CNPD, Tax
Authority, Social Security) where legally required; financial institutions for payment processing; LCG
group companies in joint projects or joint-controllership scenarios (Article 26 GDPR).

7.4. Safeguards for Data Sharing

LCG guarantees that data are never sold or transferred to third parties for direct-marketing purposes.
Any data-sharing situation is preceded by an assessment of necessity and proportionality and by the
DPOQ’s opinion. Whenever data are shared, appropriate technical and organisational measures are
applied to ensure security and confidentiality.

8. International Data Transfers

As a rule, LCG does not transfer personal data outside the European Economic Area (EEA). However,
due to its international presence and the nature of its services, situations may arise where transfers to
third countries are necessary.

8.1. General Rule and Exceptions

Under GDPR (Articles 44 et seq.), personal data may be transferred to a third country only when: (i)
the European Commission has adopted an adequacy decision recognising an equivalent level of
protection; (ii) appropriate safeguards exist, such as Standard Contractual Clauses (SCCs), Binding
Corporate Rules (BCRs) or other recognised instruments; or (iii) one of the derogations in Article 49
GDPR applies on an exceptional basis (e.g., the data subject’s explicit consent, or transfers necessary
for contract performance in the data subject’s interest).

LCG | Rua Anténio Champalimaud, Edificio Empresarial 3 —Sala 114 | 1600-546 Lisboa | Tel. (+351)
213 939 800 | e-mail: isms@Icg.consulting



PRIVACY POLICY
REVISION: 01- ENTRY INTO FORCE: 6 OCT, 2025
PREPARED: DPO / APPROVED: ADM

8.2. Potential Examples

International projects carried out with LCG subsidiaries or partners located outside the EEA (e.g.,
Brazil, Mexico, Angola); use of cloud or software providers whose servers are located in third
countries (e.g., the United States).

8.3. Safeguard Measures

Whenever an international transfer is necessary, LCG ensures: signature of European Commission
SCCs with the recipient; a Transfer Impact Assessment (TIA) assessing the legal framework and risks in
the destination country; application of supplementary technical measures such as encryption before
transfer, pseudonymisation and access segregation; reinforcement of organisational measures such as
access controls, audits and confidentiality clauses.

8.4. Information to Data Subjects

Whenever personal data are transferred outside the EEA, the data subject will be informed of: the
destination country(ies); the applicable safeguards (adequacy decision, SCCs, BCRs, etc.); and how to
obtain a copy of those safeguards or additional information.

9. Retention Periods

LCG retains personal data only for the period necessary to fulfil the purposes for which they were
collected and to comply with applicable legal and regulatory obligations. The definition of retention
periods considers the processing purposes, legal and regulatory requirements, limitation periods for
potential liabilities, and the principles of minimisation and storage limitation under Article 5 GDPR.

9.1. General Criteria

Once the retention period ends, data are securely deleted or irreversibly anonymised. Where data are
no longer needed, LCG may retain them in an archived format with restricted access, only for the
period strictly necessary to comply with legal obligations or to defend rights in legal proceedings.
Retention may vary depending on the data category, purpose and specific context.

9.2. Indicative Retention by Data Category

e C(Client and Supplier Data: up to 10 years after the end of the contractual relationship for tax,
accounting and audit purposes under applicable law.

e Human Resources Data (employees and trainees): retained during the employment/contractual
relationship and, after termination, for the legal limitation period for liabilities (normally up to 20
years, depending on the obligation).

e Recruitment Candidate Data: up to 2 years after the process ends, unless the candidate gives
explicit consent to remain in a talent pool for a longer period.

e Marketing and Communications Data: retained until consent is withdrawn or the right to object
(opt-out) is exercised.

e Browsing Data (cookies and technical logs): retained as defined in the Cookie Policy, depending on
the cookie typology (session, analytics, preferences, marketing).
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e Data related to legal obligations and judicial proceedings: retained for as long as the obligation
persists or until the final decision becomes res judicata.

9.3. Review and Deletion

LCG regularly reviews stored data to ensure they are not kept longer than necessary. Deletion is
carried out using secure methods, including logical deletion in digital systems, physical destruction of
paper media and anonymisation where possible for statistical or research purposes.

10. Security Measures

LCG implements appropriate technical, organisational and procedural measures to protect personal
data against accidental or unlawful destruction, loss, alteration, disclosure or unauthorised access.
These measures are risk-based, in accordance with Article 32 GDPR and aligned with international
best practices, including ISO/IEC 27001:2022.

10.1. Examples of Technical Measures

e Encryption of data in transit and at rest to ensure the confidentiality of sensitive information;

e Pseudonymisation and anonymisation where possible;

e Access segregation with individual credentials, least-privilege policies and multi-factor
authentication (MFA);

e Regular, encrypted backups stored in distinct locations with periodic recovery testing;

e Monitoring and access logging with retention in SIEM systems for audit and incident detection;

e Perimeter and internal defences: firewalls, IDS/IPS, anti-malware, anomalous traffic detection;

e Vulnerability management through patch management, SAST/DAST testing and security audits.

10.2. Examples of Organisational Measures

e Internal information-security policies mandatory for all employees and processors;

e Periodic training on data protection and information security, including phishing simulations;

e Access-management procedures with periodic reviews and immediate removal of leavers’ access;

e Confidentiality clauses signed by all employees, partners and providers with access to personal
data;

e Business continuity and disaster recovery plans (BCP/DRP), including defined RTO and RPO;

e Segregation of duties, avoiding concentration of critical permissions in a single user.

10.3. Examples of Physical Measures

e Physical access control to facilities, surveillance and entry logs;

e Protection of physical media containing personal data (locked cabinets, restricted-access rooms);
e Secure destruction of media (shredders for paper documents, certified disposal of hard drives).
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11. Data Subjects’ Rights

Under the GDPR, all data subjects whose personal data are processed by LCG enjoy a set of rights that
allow them to maintain control over their information. LCG guarantees full respect for these rights and
provides effective mechanisms to exercise them by contacting the DPO at rgpd@Icg.consulting.

11.1. Right of Access
The right to obtain confirmation from LCG as to whether personal data concerning them are being
processed and, where applicable, access to those data and related information (Article 15 GDPR).

11.2. Right to Rectification
The right to request the correction of inaccurate data or the completion of incomplete data (Article 16
GDPR).

11.3. Right to Erasure (“Right to be Forgotten”)

The right to request deletion of personal data where (i) they are no longer necessary for the purposes
collected; (ii) consent is withdrawn and there is no other legal basis; (iii) the data subject objects and
LCG’s legitimate grounds do not prevail; or (iv) processing is unlawful (Article 17 GDPR).

11.4. Right to Restriction of Processing

The right to request restriction of processing in the circumstances set out in Article 18 GDPR (e.g.,
contesting accuracy while verification is pending; opposing erasure despite unlawful processing;
where data are no longer needed but required for claims).

11.5. Right to Object
The right to object to processing based on LCG’s legitimate interests or for direct-marketing purposes
(Article 21 GDPR).

11.6. Right to Data Portability
The right to request that personal data be transmitted, in a structured, commonly used and
machine-readable format, to another controller (Article 20 GDPR).

11.7. Right not to be Subject to Automated Decisions
The right not to be subject to a decision based solely on automated processing, including profiling,
that produces legal effects or similarly significantly affects them (Article 22 GDPR).

11.8. Exercising Rights
The exercise of rights is free of charge unless requests are manifestly unfounded or excessive. LCG
undertakes to respond within 30 days, extendable in cases of particular complexity.

12. Personal Data Breach Management
LCG recognises that, despite the implemented measures, security incidents may occur that result in a
personal data breach within the meaning of Article 4(12) GDPR — any event leading to accidental or

LCG | Rua Anténio Champalimaud, Edificio Empresarial 3 —Sala 114 | 1600-546 Lisboa | Tel. (+351)
213 939 800 | e-mail: isms@Icg.consulting



PRIVACY POLICY
REVISION: 01- ENTRY INTO FORCE: 6 OCT, 2025
PREPARED: DPO / APPROVED: ADM

unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data
transmitted, stored or otherwise processed by LCG.

12.1. Detection and Assessment Procedures

LCG maintains continuous monitoring mechanisms to detect security incidents. Any employee who
identifies a potential breach must immediately report it to the DPO and the information-security
team. A rapid risk assessment is carried out considering: the nature and category of data affected;
number of data subjects impacted; potential consequences (e.g., fraud, discrimination, reputational
damage); and applicable mitigation measures.

12.2. Notification to the Supervisory Authority (CNPD)
Where the breach is likely to result in a risk to the rights and freedoms of data subjects, LCG shall
notify the CNPD within 72 hours of becoming aware of it (Article 33 GDPR).

12.3. Communication to Data Subjects

Where the breach is likely to result in a high risk to the rights and freedoms of data subjects, they shall
be informed without undue delay (Article 34 GDPR). Communication will be in clear and accessible
language, describing the nature of the breach, possible consequences, measures adopted by LCG and
practical guidance to mitigate impacts (e.g., password changes).

12.4. Obligations of Processors

All LCG processors are contractually obliged to notify LCG immediately upon detecting any security
incident or personal data breach. LCG ensures these obligations are expressly set out in processing
agreements (Article 28 GDPR).

13. Cookies and Similar Technologies

LCG’s website (www.lcg.consulting) uses cookies and other similar automatic data-collection
technologies (such as web beacons, pixels or tags) to ensure proper site functioning, enhance user
experience and enable statistical usage analysis.

13.1. What are Cookies?
Cookies are small text files stored on the user’s device (computer, mobile phone or tablet) when
visiting a website. They recognise the device and collect certain information about browsing.

13.2. Consent for Cookies

The use of non-essential cookies (functional, analytics and marketing) depends on the user’s express
consent, collected through the cookie banner displayed upon the first site visit. The user may manage
or withdraw consent at any time via the cookie-preferences manager available on the website.

13.3. Cookie Policy

More detailed information on the cookies used by LCG, respective retention periods, specific purposes
and third parties involved is available in the Cookie Policy, which should be read in conjunction with
this Privacy Policy.
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14. Internal Data Protection Policy

LCG adopts an Internal Data Protection Policy that sets out the rules, responsibilities and good
practices applicable to all employees, service providers, partners and entities within LCG when
processing personal data of employees, clients, suppliers and other stakeholders. This internal policy
ensures that data protection is embedded in LCG’s organisational culture and integrated into its
processes, systems and business relationships.

14.1. Institutional Commitment

LCG recognises that responsible processing of personal data is essential to maintaining the trust of its
employees, clients and partners, and therefore undertakes to strictly comply with the GDPR and
applicable Portuguese legislation; implement measures adequate to the nature and sensitivity of the
data processed; and promote privacy and information security as structural values of its activity.

14.2. Scope of Application

The policy applies to all phases of the information lifecycle — collection, recording, use, retention,
sharing and deletion — and covers all processing operations carried out in the following areas: HR and
labour relations; client management and project delivery; financial and administrative management;
marketing, communication and business development; and security and management of technological
infrastructures.

14.3. Guiding Principles

e Privacy by design and by default — each process is designed with data protection in mind from
the outset;

e Segregation of duties and access — only duly authorised employees have access to the data
necessary for their functions;

e Confidentiality and professional ethics — all employees sign confidentiality undertakings and
follow LCG’s Code of Conduct;

e Audit and accountability — all processing activities are recorded and subject to periodic
verification, ensuring demonstrable compliance (accountability).

14.4. Training and Awareness

LCG maintains a permanent training and awareness programme on data protection and information
security, aimed at new hires upon onboarding; technical, legal and project teams with specific
modules; and service providers with access to personal data. Internal awareness campaigns, phishing
tests and cybersecurity best-practice training are also conducted.
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15. Contacts

For any matter related to this Privacy Policy, the processing of your personal data, or to exercise your
rights, you may contact LCG or its DPO through the following means:

15.1. General Contacts of LCG
LCG

Head office: Rua Anténio Champalimaud, Edificio Empresarial 3 — Piso 1 — Sala 114, 1600-546 Lisbon,
Portugal

Telephone: +351 213 939 800
Website: www.lcg.consulting

General e-mail: geral@Icg.consulting

15.2. Data Protection Officer (DPO) Contacts
Data Protection Officer

E-mail: rgpd@Icg.consulting
Telephone: +351 213 939 800

Address: Rua Anténio Champalimaud, Edificio Empresarial 3 — Piso 1 — Sala 114, 1600-546 Lisbon,
Portugal

15.3. Right to Lodge a Complaint
If you believe that processing carried out by LCG infringes applicable data protection law, you have
the right to lodge a complaint with the Comissdo Nacional de Protecdo de Dados (CNPD):

Address: Avenida D. Carlos I, No. 134 — 19, 1200-651 Lisbon, Portugal
Telephone: +351 213 928 400

E-mail: geral@cnpd.pt

Website: www.cnpd.pt
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